SELECTIVE DEVICE RECOGNITION APPARATUS IN UPnP BASED HOME 
NETWORK AND METHOD THEREOF 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

The present invention relates to a home network, and in particular to a 
device recognition apparatus and a method thereof capable of performing 
selective recognition of a specific device according to authority grant of a user in a 
UPnP based home network. 

2. Description of the Related Art 

Recently, with the development of information technologies, not only a PC 
(personal computer) but also various IT products such as a digital television 
receiver, a PDA and a game board, etc. can be connected to a network as home 
network devices, and accordingly a home network comes into the spotlight. 

In the home network, by connecting home network devices in a house with 
a topology, the home network devices own data commonly, and a user can 
perform broadband communication through them. In more detail, a home network 
in a narrow sense means wire and wireless network equipment connecting home 
network devices in a house, and a home network in a broad sense includes a 
middle wear or a service, etc. for integrating/controlling/operating home network 
devices mutually besides wire and wireless network equipment. 

In particular, in order to integrate/control/operate home network devices 
mutually, a UPnP (universal plug and play) comes to the front presently. The UPnP 
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is a common protocol for making several home network devices having different 
standard specifications interface mutually. 

Figure 1 is an exemplary view illustrating a general UPnP based home 
network system. 

As depicted in Figure 1, in the home network system, UPnP devices 30, 
50 (herein, a UPnP refrigerator and a UPnP computer) and a UPnP CP (control 
point) device 40 (herein, a UPnP DTV) are connected with each other through one 
topology, in some cases, the UPnP devices are connected to an ISP (Internet 
service provider) 10 through a home gateway 20 and receive various Internet 
services. 

Operation processes of the UPnP based home network system will be 
described with reference to Figure 2. 

Figure 2 is an exemplary view illustrating operation between a UPnP CP 
(control point) device and a UPnP device in the general home network system. 

First, a DHCP (dynamic host configuration protocol) server allocates an IP 
(Internet protocol) address to a UPnP device 70 and a UPnP control point device 
(hereinafter, it is referred to a UPnP CP) 60. Afterward, the UPnP device 70 
multicasts a URL indicating a position of UUID (unique universe identifier) data as 
a device recognition identifier and a position of device information storing data to a 
home control device. Accordingly, the UPnP CP 60 recognizes the UPnP device 
70 through the UUID and requests data indicated by the URL. 

In the meantime, the UPnP device 70 transmits description file having 
various device detailed information, service information and state varied data 
indicating device state information to the UPnP CP 60 according to the request 
message. Accordingly, the UPnP CP 60 can control/operate home network 



devices connected thereto through the description file, herein, the description file 
is provided as a xml (extensible markup language) spec. 

Figure 3 is an exemplary view illustrating a request message for UPnP 
device recognition in a general UPnP CP. 
5 As depicted in Figure 3, the request message (herein, M-search message) 

is constructed so as to make a UPnP CP user search or recognize each UPnP 
device through a device characteristic identifier (herein, ST item). 

Figure 4 is an exemplary view illustrating an advertisement message for 
notifying a general UPnP device. 

io As depicted in Figure 4, the device's advertisement message (herein, a 

notify message) is transmitted to a UPnP CP user through a device characteristic 
identifier (herein, a NT item), and accordingly all UPnP CPs in the same local 
network can recognize and control the pertinent UPnP device. 

In more detail, in the general UPnP based home network system, all UPnP 

15 devices connected to the local network are shown in the UPnP CP. Accordingly, 
regardless of user's minds, the UPnP CP user can grasp all information such as 
existence and state of a specific device in the network. In addition, in order to 
control the devices, in the most of cases, device recognition is permitted. However, 
in case of control, a person having administrator's authority can perform control by 

20 inputting a password. 

In device control, when too many devices are displayed on a screen of the 
UPnP CP, it may cause user's confusion. In addition, because a UPnP device 
requiring security or a device not having recognition necessity due to a certain 
reasons may be displayed on the screen of the UPnP CP, problems related to 

25 error operation and security may occur. 



SUMMARY OF THE INVENTION 



It is an object of the present invention to provide a selective device 
recognition apparatus in a UPnP based home network and a method thereof 
capable of varying existence of a specific UPnP device differentially according to a 
UPnP CP user's authority by providing a network transmission possible indicator 
to a request message in a UPnP CP, recognizing the network transmission 
possible indicator with a corresponded UPnP device and displaying it on a UPnP 
CP user screen. 

In order to achieve the above-mentioned object, a selective device 
recognition apparatus in a UPnP based home network in accordance with the 
present invention includes a network stream processing unit for parsing a 
characteristic data stream of a device and reading a pertinent network 
transmission possible identifier of the device characteristic identifier; and a 
network transmission judging unit for comparing the read network transmission 
possible identifier with a preset network transmission possible identifier and 
judging network transmission of characteristic data according to the comparison 
result. 

In order to achieve the above-mentioned object, a selective device 
recognition method in a UPnP based home network in accordance with the 
present invention includes receiving a device characteristic data stream and 
parsing it; reading a device characteristic identifier and a network transmission 
possible identifier; and comparing the read network transmission possible identifier 
with a pre-recorded network transmission possible identifier and judging whether 



network transmission of characteristic data corresponded to the read device 
characteristic identifier is performed according to the comparison result. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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The accompanying drawings, which are included to provide a further 
understanding of the invention and are incorporated in and constitute a part of this 
specification, illustrate embodiments of the invention and together with the 
description serve to explain the principles of the invention. 
10 In the drawings: 

Figure 1 is an exemplary view illustrating a general UPnP based home 
network; 

Figure 2 is an exemplary view illustrating operation between a UPnP CP 
(control point) device and a UPnP device performed in a general home network 
15 system; 

Figure 3 is an exemplary view illustrating a request message for UPnP 
device recognition in a general UPnP control point; 

Figure 4 is an exemplary view illustrating an advertisement message for 
notifying a general UPnP device; 
20 Figure 5 is a block diagram illustrating an apparatus for judging network 

transmission of device characteristic data in a home network in accordance with 
the present invention; 

Figure 6 is a block diagram illustrating a network stream processing unit in 
accordance with the present invention; 
25 Figure 7 is a block diagram illustrating a network transmission judging unit 
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in accordance with the present invention; 

Figure 8 is a flow chart illustrating a method for judging network 
transmission of device characteristic data in a home network; 

Figure 9 is an exemplary view illustrating a request message for UPnP 
5 device recognition in a UPnP CP of a home network system in accordance with 
the present invention; 

Figure 10 is an exemplary view illustrating a transmission judgement table 
in accordance with the present invention; 

Figure 11 is a flow chart illustrating operation about a request message in 
10 a device of the home network system in accordance with the present invention; 

Figure 12 is an exemplary view illustrating an advertisement message for 
notifying a device of the home network system in accordance with the present 
invention; 

Figure 13 is an exemplary view illustrating a transmission judgement table 
15 in accordance with the present invention; and 

Figure 14 is a flow chart illustrating operation about an advertisement 
message in a UPnP CP of the home network system in accordance with the 
present invention. 

20 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

Hereinafter, the preferred embodiment of the present invention will be 
described with reference to accompanying drawings. 

Figure 5 is a block diagram illustrating an apparatus for judging network 
25 transmission of device characteristic data in a home network in accordance with 
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the present invention. 

As depicted in Figure 5, the apparatus includes a network interface 300 for 
receiving a device characteristic data stream transmitted from a home network 
device 200 through wire/wireless communication, etc.; a network stream 

5 processing unit 310 for reading a device characteristic identifier and a pertinent 
network transmission possible identifier thereof by parsing the device 
characteristic data stream received in the network interface 300; a transmission 
judgement table 320 in which a pertinent network transmission possible identifier 
is matched-recorded by device characteristic identifiers read in the network stream 

10 processing unit 310; and a network transmission judging unit 330 for comparing a 
transmission possible identifier read in the network stream processing unit 310 
with a network transmission possible identifier recorded in the transmission 
judgement table 320 and judging network transmission of characteristic data 
corresponded to the device characteristic identifier according to the comparison 

15 result. 

Operations of the apparatus will be described. 

First, the network interface 300 receives device characteristic data stream 
transmitted from plural home network devices (UPnP device or UPnP CP) 200 
through wire/wireless communication, etc. Herein, the device characteristic data 

20 stream is an advertisement data stream of the UPnP device or response data 
stream transmitted by a request of the UPnP CP In more detail, in the present 
invention, the device characteristic identifier and the network transmission possible 
identifier are received from other home network devices connected to a cable with 
that kind of data stream field. 

25 Afterward, the network stream processing unit 310 reads the device 



characteristic identifier and the network transmission possible identifier of the 
device characteristic data stream by parsing the device characteristic data stream 
received from the network interface 300. 

Lastly, the device characteristic identifier and the pertinent network 

5 transmission possible identifier read from the network stream processing unit 310 
are sequentially compared with a device characteristic identifier and a network 
transmission possible identifier preset in the transmission judgement table 320, 
and it is judged whether the pertinent characteristic data are transmitted according 
to the comparison result. 

10 Figure 6 is a block diagram illustrating a network stream processing unit in 

accordance with the present invention. 

As depicted in Figure 6, the network stream processing unit 310 includes a 
preprocessor 311 for parsing a device characteristic data stream received from the 
network interface 300; a buffer for temporally storing the device characteristic data 

15 parsed in the preprocessor 311; a buffer manager 313 for temporally storing the 
device characteristic data parsed in the preprocessor 311 in the buffer 312 and 
outputting a registry signal corresponded thereto; and an identifier reader 314 for 
searching the device characteristic data temporally stored in the buffer 312 
according to the registry signal outputted from the buffer manager 313 and reading 

20 a device characteristic identifier and a network transmission identifier. 

The network stream processing unit 310 will be described in detail. 
First, the preprocessor 311 performs parsing of the device characteristic 
data stream received from the network interface 300 by device characteristic data 
units divided by a token (/). For example, in a local IP based UPnP, it is preferable 

25 to perform parsing by methods such as a /Odevice characteristic identifier (device 



type)/ and a /Odevice type identifier (friendly name)/. 

The buffer manager 313 temporally stores the device characteristic data 
parsed in the preprocessor 311 in the buffer 312 and outputs a registry signal 
corresponded thereto to the identifier reader 314. The identifier reader 314 

5 searches the device characteristic data stored in the buffer 312 according to the 
registry signal outputted from the buffer manager 313, reads a device 
characteristic identifier and a network transmission possible identifier and outputs 
them to the network transmission judging unit 330. 

Figure 7 is a block diagram illustrating a network transmission judging unit 

10 in accordance with the present invention. 

As depicted in Figure 7, the network transmission judging unit 330 
includes a device characteristic identifier detecting module 331 for detecting a 
device characteristic identifier same with the device characteristic identifier read 
from the network stream processing unit 310 in the transmission judgement table 

15 320; a network transmission possible identifier comparing module 332 for 
detecting a network transmission possible identifier corresponded to the device 
characteristic identifier detected in the device characteristic identifier detecting 
module 331 in the transmission judgement table 320 and comparing it with the 
network transmission possible identifier read from the network stream processing 

20 unit 310; and a transmission judging module 333 for judging whether it is possible 
to perform network transmission of pertinent characteristic data indicated by the 
device characteristic identifier according to the comparison result of the network 
transmission possible identifier comparing module 332. 

Accordingly, when the network transmission possible identifier read from 

25 the network stream processing unit 310 is not same with the network transmission 



possible identifier detected in the transmission judgement table 320, a disable 
signal for not performing transmission of device characteristic data indicated by 
the device characteristic identifier is outputted to a microcomputer (not shown). 

In the meantime, when the network transmission possible identifier read 

5 from the network stream processing unit 310 is same with the network 
transmission possible identifier detected in the transmission judgement table 320, 
an enable signal for performing transmission of device characteristic data 
indicated by the device characteristic identifier is outputted to the microcomputer 
(not shown). Afterward, under the control of the microcomputer, pertinent 

10 characteristic data of the device characteristic identifier is read from database (not 
shown) and is transmitted to a home network device requiring characteristic data 
of the device characteristic identifier. 

Figure 8 is a flow chart illustrating a method for judging network 
transmission of device characteristic data in a home network. 

is As depicted in Figure 8, the method includes monitoring-receiving a device 

characteristic data stream transmitted from a home network device through 
wire/wireless communication, etc. as shown at step S600; parsing the received 
device characteristic data stream as shown at step S610; reading a device 
characteristic identifier and a pertinent network transmission possible identifier 

20 thereof from the parsed device characteristic data as shown at step S620; 
comparing the pertinent network transmission possible identifier of the read device 
characteristic identifier with a network transmission possible identifier recorded in 
a transmission judgement table as shown at step S630; and judging whether 
network transmission of characteristic data corresponded to the read device 

25 characteristic identifier is performed according to the comparison result as shown 



at step S640. 

Figure 9 is an exemplary view illustrating a request message for UPnP 
device recognition in a UPnP CP of a home network system in accordance with 
the present invention. 

5 As depicted in Figure 9, the request message (herein, M-search message) 

includes a specific network transmission possible identification information (herein, 
PW) by each device characteristic identifier. Accordingly, recognition of a UPnP 
device corresponded to each network transmission possible identifier is judged in 
the UPnP CP 

10 Figure 10 is an exemplary view illustrating a transmission judgement table 

in accordance with the present invention. 

As depicted in Figure 10, in the transmission judgment table, inherent 
network transmission possible identifier information by each device characteristic 
identifier is preset. For example, a network transmission possible identifier 
15 corresponded to a device characteristic identifier UUID is set as SSSSSSS, when 
the present SSSSSSS is same with a received network transmission identifier, a 
pertinent device transmits pertinent characteristic data to a home network device 
indicated by the UUID. 

Figure 11 is a flow chart illustrating operation about a request message in 
20 a device of the home network system in accordance with the present invention. 

First, the UPnP device waits for a request message (herein, M-search 
message) from the UPnP CP as shown at step S700. 

Afterward, when the request message is received from the UPnP CP, 
information about the network transmission possible identifier (herein, PW) is 
25 checked as shown at step S710. Herein, when there is no information about the 



network transmission possible identifier, a response message is unconditionally 
transmitted to the UPnP CP as shown at step S770. 

In the meantime, when information about the network transmission 
possible identifier is detected, each network transmission possible identifier is 
5 checked as shown at steps S720 ~ S760, when it is corresponded to each network 
transmission possible identifier, a pertinent response message is transmitted to the 
UPnP CP as shown at step S780. 

Accordingly, a key value is provided to the UPnP CP according to user 
authority, and the UPnP CP can freely recognize and control a request device. In 
10 the meantime, a user not having a key value can control only a device allocated by 
capacity or authority thereof, and accordingly safe use of a device can be secured. 

Figure 12 is an exemplary view illustrating an advertisement message for 
notifying a device of the home network system in accordance with the present 
invention. 

15 Figure 13 is an exemplary view illustrating a transmission judgement table 

in accordance with the present invention. 

As depicted in Figures 12 and 13, in the device of the home network 
system, an advertisement message is outputted by adding specific network 
transmission possible identification information (herein, PW) to each device 

20 characteristic identifier. Accordingly, in case of a message not having network 
transmission possible identifier information, the UPnP CP recognizes a device by 
a general recognition process, in case of a message having network transmission 
possible identifier information, only when it is corresponded with a key of the UPnP 
CP, the UPnP CP receives a pertinent device and a service. 

25 Figure 14 is a flow chart illustrating operation about an advertisement 



message in a UPnP CP of the home network system in accordance with the 
present invention. 

First, the UPnP CP waits for an advertisement message from a device as 
shown at step S800. 

5 Afterward, when the advertisement message is received from the device, 

information about a network transmission possible identifier (herein, PW) is 
checked as shown at step S810. Herein, when there is no network transmission 
possible identifier, a pertinent device is unconditionally recognized, and a next step 
is performed as shown at step S870. 

10 In the meantime, when network transmission possible identifier information 

is detected, each network transmission possible identifier is checked as shown at 
step S810 ~ S860, when it is corresponded with each network transmission 
possible identifier of the UPnP CP, a pertinent device and a service are recognized, 
and a next step is performed. When network transmission possible identifier 

15 information is not detected, a device is not recognized as shown at step S880. 

In conclusion, a key value is provided to a device according to user's 
authority, and accordingly the UPnP CP performs recognition of devices 
differentially by providing each key value to devices and service items. In addition, 
a UPnP CP user knowing a key value of a pertinent device and a service can 

20 recognize and control a pertinent device easily. 

As described-above, in the present invention, by transmitting a network 
transmission possible identifier set by each device characteristic identifier with a 
device characteristic data stream transmitted from a home network device and 
transmitting pertinent characteristic data of the device characteristic identifier by 

25 only a home network device recognizing the network transmission possible 



identifier, a user can recognize the home network device easily. In addition, 
security about the pertinent device can be selectively performed. 

As the present invention may be embodied in several forms without 
departing from the spirit or essential characteristics thereof, it should also be 

5 understood that the above-described embodiments are not limited by any of the 
details of the foregoing description, unless otherwise specified, but rather should 
be construed broadly within its spirit and scope as defined in the appended claims, 
and therefore all changes and modifications that fall within the metes and bounds 
of the claims, or equivalence of such metes and bounds are therefore intended to 

10 be embraced by the appended claims. 
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